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(57) ABSTRACT 

An access control system for monitoring human ingress and 
egress comprises an input means for creating a unique 
identifier for to be stored in a database. The unique identifier 
includes a digital image of the person, a digital image of the 
unique identifier, and alphanumeric identification data. A 
processing means coupled to said input means is operable to 
perform the steps of storing the unique identifier as a 
computer-readable file in the database, recording the arrival 
date and time of a person; creating a tracking record asso- 
ciated with the unique identifier. The unique identifier can be 
displayed on a monitor coupled to the processing means. A 
printer coupled to the processing means generates an access 
pass on portable media which includes a viewable image of 
the person and the identification document, and alphanu- 
meric identification data for the person. The access pass can 
also include machine readable media which comprises a 
coded representation of the unique identifier. The system of 
the invention can include a sensing mechanism operable to 
interpret the machine-readable media. Access permission 
designators can be associated with the unique identifier in 
the database to approve or deny access, or to grant selective 
access. 

52 Claims, 4 Drawing Sheets 
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ACCESS CONTROL SYSTEM desirable. For instance, an attorney visiting a prisoner may 

repeat visits daily for weeks. The ability to rapidly process 

FIELD OF THE INVENTION such a repe at visitor is highly beneficial. 

This invention relates generally to the field of access SUMMARY OF THE INVENTION 

control systems, and more specifically to a system and 5 T . 

apparatus for issuing access passes and maintaining a data- It is an objective of the invention to provide a system and 

base of identification information for monitoring and con- method for access which Presses identification 

trolling ingress and egress in a restricted facility. data and 1551105 a visitor pass on portable media which 

includes an image of the visitor combined with an image of 

BACKGROUND OF THE INVENTION 10 the identification document. 

For security reasons, public access to restricted facilities * l 15 ai50t j he / objective of the invention to provide system 

such as military installations, police stations, correctional and mcthod f ° r acccss control which utilizes at least one 

institutions and governmental offices is tightly controlled. camera operable to record a digital image of a person and a 

The need for controlled acccss exists in private industry as dl S ltal ima S e of an identification document, 

well, as in, for example, corporate facilities and plants which 15 It is a further objective of the invention to provided a 

must maintain strict control of visitor and non-employee system and method for access control which utilizes an 

traffic. In addition to known employees and personnel, autofocus camera which is preferably partially concealed 

persons seeking entry to a facility can include vendors, fr° m v * ew so tnat a digital image of the person can be 

maintenance workers, delivery services, and others having recorded unobtrusively, the autofocus camera operable to 

business within the facility. In order for a facility to function 20 record a image of a person in a first plane of focus and an 

efficiently, there is a need to provide access to those seeking image of the indemnification document in a second plane of 

entry without undue delays, while at the same time main- focus. 

taining security. It is yet another objective of the invention to provide 

Access control for visitors and personnel is typically 25 system and method for access control which maintains a 

implemented with a human attendant stationed at a point of database of visitor identification data, 

entry. Abasic method of access control involves maintaining It is still a further objective of the invention to provide 

a manual log book where a visitor's name and other re levant system and method for access control which maintains 

particulars are recorded. Since a "by hand" system has tracking records for a visitor. 

limited functionality, it is far more desirable to maintain a 3Q It is yet a further objective of the invention to provide 

computerized database of visitor and personnel information. system and method for access control which has the capacity 

In this way, it is possible to obtain an rapid and accurate to produce reports documenting visitor activity, 

accounting of visitor and personnel activity at any given It is still a further objective of the invention to provide 

time. A computerized visitor database also facilitates allow- system and method for access control which maintains 

ing only conditional access to certain individuals, or denying 35 tracking records for a visitor. 

access altogether to an individual. It f s sti u another objective of the invention to provide 

It is often necessary, particularly in the case of police system and method for access control which can deny entry 

stations and correctional facilities, to accurately document to unwanted visitors. 

the identity of an individual seeking entry. Visitors to a l n accordance with the above objectives, an acccss control 

facility may be given a temporary badge or pass identifying 40 system for monitoring human ingress and egress comprises 

them being authorized for access. A pass or badge allows for a n input means for creating a unique identifier for a person 

rapid visual verification that a person is permitted to enter a including a digital imaging unit operable to record a digital 

given area. In order to prevent misuse of a badge or pass, it images of a person and their identification documents and a 

would be beneficial to include a photograph of the person on means for inputting alphanumeric identification data asso- 

the pass itself so that it cannot be transferred to another. 45 ciated with the person, wherein the combination of the 

However, having one's photograph taken can seem unnec- digital images of the person and identification documents 

essarily intrusive as many people feel that the presence of and alphanumeric identification data form the unique iden- 

the camera is unpleasant and intimidating. tifier; a database; a processing means coupled to the input 

In some environments, it may be desired that an access means, timekeeping means operable to record chronological 

control system be as transparent and unobtrusive as possible 50 parameters; an electronic display coupled to the processing 

so that activity can be monitored without creating an means operable to display the unique identifier, printing 

unpleasant "under surveillance" atmosphere. To this end, the means; and an access pass on portable media which includes 

present invention provides a system and apparatus for a viewable image of the person and alphanumeric identifi- 

quickly collecting and processing identification data from a cation data for the person. The access pass can further 

person, including a surreptitious photograph, in order to 55 include a viewable image of the identification document, the 

issue a visitor pass and grant access. arrival date and time, and machine-readable media which 

The need for secure access control is particularly evident comprises a coded representation of the unique identifier, 

in the case of police stations. Allowing visitors to flow freely The access pass can be a card or an adhesive-backed badge 

in and out of a police station is highly undesirable. A manual worn on the person. 

log book can be maintained, however for a police station 60 The digital imaging unit can include at least one camera, 

certain types of visitor traffic can make it beneficial to The camera can comprise an autofocus camera operable to 

rapidly obtain background information for a visitor. For record a digital image of a person in a first plane of focus and 

security reasons, it would also be advantageous to provide a a digital image of the identification document for the person 

computer implemented access control system which can be in a second plane of focus. The autofocus ca includes a 

integrated with access control devices such metal detectors, 65 planar surface for receiving the identification document to 

doors, locking mechanisms, portals, turnstiles, and biomet- be recorded wherein said planar surface is coincident with 

ric devices. Further, the ability to expedite a repeat visitor is said second plane of focus. 
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The processing means is operable to perform the steps of data and documents, capturing and storing digital images of 

storing the unique identifier as a computer-readable file in visitors and their identification documents, and issuing an 

the database, recording the arrival date and time of a person; access pass for authorized visitor and other personnel. The 

creating a tracking record associated with said unique idcn- system of the present invention creates a unique identifier 

tifier wherein said tracking record includes the chronological 5 for a person at a point of entry. The unique identifier 

parameters. The tracking record can further include the preferably includes a digital image of the person seeking 

internal destination of the person. enl 7' a di S ilal ima S e of , a " idenl '» ca f' on document such as 

_ . , . . . ... , ... a driver s license, and alphanumeric identification data con- 

The database further comprises a listing of a plurality ^ of ^ individual - s name> company affiliation, etc. 

predetermined internal destinations within the facility, The unique identifier is stored in binary form in a database, 

wherein at least one of said internal destinations are spec- w ^ t schematica „ iUustrates the elements of an en , 

fied by the person at the time of ingress. An authorization station whJch ^ f Iocatcd a ' f 

means is preferably coupled to the processing means, e ^ an ^ ^ / J^. {Q a ' refcrred 

wherein the authorization means ,s operable to issue the em ^ dimeQt To creale , ^ idmiR * fof * 

access pass at the point of ingress after obtaining positive ^ , da(a ^ individual seeking access 

authorization. The authonzation means can be operable to 15 . . & , . . . ^ t, . t . % 

. . . . . c - .„ . . . * * . i . is entered via input means 12. The input means 12 preferably 

obtain authorization from the specified internal destination. • , . j* . • •♦n i i ^ « u 

r includes a digital imaging unit 14, a keyboard and/or touch- 

The processing means is operable to perform the steps of 16 for the entry of alphanumeric data, and a pointing 
storing an access permission designator in the database in device 18 M win ^ explained i n detail hereinafter, the 
association with the unique identifier and querying the digital imag i ng unit 14 is operable to record a digital image 
database to retrieve the access permission designator. In the of a person Ua and a digital image of an idenlification 
event the access permission designator is positive, and the document for the person 14k The input means 12 can 
processing means is operable to issue the access pass. In the include a magnetic strip reader 17 which can input machine- 
event the access permission designator is negative, access is readable identification data from a magnetic strip on an 
denied. The access permission designator can permit selec- identification Hoffimp.n f sur.h as a state -issued -dtiver^s 
tive access to at least one internal destination. licejoseJTEe input means 12 can also include a means td 

The access pass can further include machine-readable S^pUiS-bi gmetric data frjp™ ^ n_individual. ^ / 

media comprising a coded representation of the unique The input means 12 is coupled to a processing means 20 

identifier. The machine-readable media can comprise the which is in operative association with a database 22. The 

computer-readable file corresponding to said unique identi- 3Q processing means 20 includes a timekeeping means operable 

fier. The machine-readable media can also comprise a token t0 capture chronological parameters. The processing means 

file associated with the unique identifier in the database. The ^ coupled to a monitor display 24 and a printer 26 operable 

access control system of the present invention can further to generate an access pass 28. The entry station can include 

comprise at least one sensing mechanism coupled to the a network connection 30 for on-line communication with a 

processing means operable to interpret the machine-readable 35 plurality internal locations within the facility. In the pre- 

media. A sensing mechanism can be located at point of exit f erred embodiment, the generating of an access pass must be 

from the facility in order to record the time of exit. The authorized by authorization means 21. 

machine-readable media can be a machine readable indicia, un ; t 35 can bc any dev ice operable to 

such as a bar code, or a magnetic strip. record digital images of an identification document and the 

BRIEF DESCRIPTION OF THE FIGURES 40 ? erSOn bea ™g * e identification document The digital 

imaging unit 35 preferably includes at least one digital 

FIG. 1 is a schematic illustration of an entry station for an camera. An digital imaging unit 35 according to a preferred 

access control system according to a preferred embodiment embodiment of the present invention is illustrated in FIGS, 

of the invention; 2a and 2b which includes an camera 33, preferably an 

FIGS. 2a and 2b illustrate an example of a digital imaging 45 autofocus camera. The camera 33 is preferably fully 

unit for an access control system according to a preferred enclosed within housing 36 so as to obscure the camera 33 

embodiment of the invention; " from view - 11 should be noted that the configuration of 

1 v - — . • nf .1 ■ 1 • • ; . • housing 36 as shown in FIGS. 2a and 2b is for illustrative 

FIGS. 3 is a top view of the digital imaging unit shown in & . , . . . . . . t 

FIGS 2a and 2b- purposes only, and that the housing 36 can have any suitable 

. . „ 3 .„ 50 configuration in accordance with the invention. The camera 

FIG. 4 is a flow chart illustrating the steps to create an 33 pre fe ra bly includes a motor driven lens adjustable 

access pass according to a preferred embodiment of the betweeQ a pluraJity of positions> a shuttcr mcc hanism, a 

invention, and adjustable aperture, a camera control processor, a flash, a 

FIG. 5 is an example of an access pass generated by the lens driving motor and a range finding device to set the focus 

system of the invention according to a preferred embodi- 55 position. The camera 33 is preferably mounted to allow for 

tnent. pivotal motion. The individual elements of the camera 33 are 

DETAILED DESCRIPTION OF THE weU known in the art and need not be discussed in detail. 

INVENTION digital imaging unit 35 is preferably operable to 

record a digital image of a document in a first plane of focus 

Although the invention will be described in terms of a 60 and a digital image of a person in a second plane of focus, 

specific embodiment, it will be readily apparent to those The camera 33 is operable to pivot from a first, substantially 

skilled in this art that various modifications, rearrangements, vertical position to photograph the identification document 

and substitutions can be made without departing from the (shown in FIG. 2a) to a second, outwardly directed position 

spirit of the invention. The scope of the invention is defined (shown in FIG. 2b) to photograph a person. As seen most 

by the claims appended hereto. 65 clearly in the top view shown in FIG. 3, the housing 36 

The access control system of the present invention moni- includes a first window 39 to receive a document to be 

tors human ingress and egress by processing identification digitally imaged. The housing includes a second window 41 
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positioned to be substantially aligned with the second, ously been established for the individual. If no match is 

outwardly directed position of the camera 33. The first found, a unique identifier is created for the visitor 63. The 

window 39 is preferably a solid, planar surface constructed unique identifier 64 includes the digital image of the person, 

of glass or plexiglass or the like which can receive a a digital image of the identification document, and associ- 

document to be digitally imaged. The second window 41 can 5 atcd alphanumeric text which are captured in the manner 

be an opening in the housing 36, or can be constructed of described above. The unique identifier is then stored in 

glass or plexiglass. binary form in the database 65. 

The housing 36 preferably includes a document receptacle The database preferably includes a plurality of predeter- 

41 adapted to receive identification documents and position mined internal destinations within the facility such as a 

the identification documents on the first window 39. The 10 specific floor or department, or a specific employee within 

document receptacle 41 preferably includes edge guides that the facility. The predetermined internal destination can be 

ensures that the identification document is correctly aligned selected from the database station using the display means in 

with the lens 38. In the system of the present invention, the combination with the touch screen, keyboard, or pointing 

preferred identification document is an identification card device. 

such as a drivers license. The identification document can 15 i n the practice of the invention, an access pass is issued 

also be a business card, passport, or other document which to a visitor only after authorization for visitor access is 

can authenticate the identity of the individual. In the practice obtained. Access authorization is preferably obtained 

of the invention, the identification document is preferably a directly from the internal destination. Approval for access 

form of photo identification. In the preferred embodiment, an( j the issuance of an access pass is preferably accom- 

the document receptacle 41 can be dimensioned to receive a 20 pljshed by the authorization means coupled to the processor, 

standard card-type ID document and position it in front of The authorization means can be manually implemented, 

the lens. sucn as by an attendant contacting the internal destination 

In FIG. 2a, an identification document 43 has been via internal communication means. The authorization means 

inserted into document receptacle 41 in a face down posi- can also be integrated into the system of the invention and 

tion. A digital image of the identification document 43 can 25 the internal communication medium of the facility so that 

then be recorded by the camera 33 in the first, vertical the internal destination is automatically contacted, 

position. The camera 33 then pivots to the second, outwardly Referring again to FIG. 4, in step 66 the specified internal 

directed position so that the lens 38 is directed towards a destination is contacted to obtain authorization to admit the 

person 51 positioned substantially in front of the digital ^ visitor. If authorization is either negative or inconclusive, 

imaging unit 35. It will be noted that the geometry of the access is denied 67. If authorization is positive, a tracking 

housing and the placement of the camera 33 within the record 68 is created for the visitor, and stored in the database 

housing 36 ensures that a person placing an identification i n binary form. The tracking record initially includes the 

document into document receptacle 41 will be in approxi- entry time and date of the visitor, and the internal destina- 

mately the correct position for the camera 35 to capture a ^ t ion. When the visitor exits the facility, the exit time can be 

facial image of the person 51. The camera utilizes focusing added to the tracking record. Internal tracking information 

methods well known in the art to adjust the focal length of can a lso be included in the tracking record to document the 

lens 38, such as using an infrared signal to measure the visitor's travels through the facility. An access pass is then 

distance. The camera 33 also uses the infrared signal to printed in step 69. 

direct the lens 38 (using pan and tilt movements) towards the ^ Fm frequen , vjsjtorS) access tQ the facimy may be pre . 

person 51. authorized, and the visitor need not provide identification 

To capture a digital image of the identification document documents and a photographic image. To pre-authorize the 

43, the lens 38 is preferably automatically adjusted to preset visitor, an access permission designator associated with a 

focal length such that the plane of focus is substantially unique identifier can be stored in the database. The access 

coincident with the surface of window 39. The preset focal 45 permission designator can be positive, in which case an 

length allows the lens 38 to focus on the focus on the access pass is automatically printed and the visitor is admit - 

identification document 43 The shutter speed, aperture open- ted. Due to rising concerns over workplace violence, it may 

ing are preferably preset so that an optimal digital image of desirable that specific individuals be denied entry into a 

the identification document is captured. The housing 36 can facility. Accordingly, the database can include a negative 

include an internal lamp 45 to illuminate the identification 5Q access permission designator associated with a unique iden- 

document 43. tifier to deny entry to an individual. If such an individual 

In conjunction with the capture of the digital images as attempts to gain access to the facility, the database query in 

described above, alphanumeric identification data can be step 62 retrieves the deny entry instructions, and an access 

entered via a keyboard, touchscreen, or magnetic strip pass will not be issued. The access permission designator 

reader. The alphanumeric identification data preferably 55 can also grant selective access to certain areas of a facility, 

includes the name of the individual, and can also include if a unique identifier for a visitor is already stored in the 

additional information such as the individual's company database, the database is again queried to determine if the 

affiliation and residential address and other miscellaneous visitor is pre -authorized 70. If a visitor is not pre-authorized, 

data as might be relevant. the specified internal destination is contacted to obtain 

FIG. 4 illustrates the operative steps 60 for issuing an 60 authorization, and is either approved or denied for access as 

access pass to a visitor seeking admittance to a restricted previously described. In the event the access permission 

facility according to a preferred embodiment of the inven- designator indicates that the visitor is pre-authorized, a 

tion. In step 61, a visitor seeking access to a facility provides tracking record is created 68, and an access pass is printed 

their name to an attendant at an entry station 10. The visitor in step 69. If the access permission designator grants selec- 

can also be required to specify an internal destination within 65 live access, a visitor may be limited to certain specified 

the facility. Using the name of the individual, the database internal destinations, such as a particular floor or depart- 

is queried 62 to determine if a unique identifier has previ- ment. 
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An example of an access pass 70 according to a preferred 
embodiment is shown in FIG. 5. The illustrated access pass 
70 is only an example of the form of the access pass 
according to the invention, and the invention is not limited 
in this regard. The access pass 70 can be printed as a 5 
adhesive badge which the visitor can affix to their clothing 
for ready identification. The access pass 70 can also be in the 
form of a card which can be inserted into a standard plastic 
sleeve badge, or printed as a plastic card. 

The access pass 70 preferably includes the digital image 10 
of the individual in combination with a digital image of the 
identification: document 72. The individual's name 73 (and 
company affiliation if applicable) are preferably printed on 
the pass. The date and time of entry 74 can be printed on the 
pass to prevent unauthorized re-use of the pass. The internal 15 
destination 78 can be printed on the pass so that it can be 
readily determined if the visitor is in an authorized area. 
Individuals can also be categorized, such as "visitors," 
"contractor," "temporary employees," "vendors," "mainte- 
nance" or the like. Accordingly, the pass can include a 20 
category designation 76 for prompt visual recognition. 

The access pass 70 can also include machine-readable 
media 79. The machine-readable media 79 can be a bar code 
(as shown) or a magnetic strip. The machine -readable media 
79 is preferably a coded representation of the unique iden- 25 
tifier. When the machine-readable media is read by a sensing 
mechanism, such as an omni-directional bar code reader, the 
unique identifier and other relevant information can be 
displayed. The machine-readable media 79 can include the 
unique identifier in its entirety so that the unique identifier 30 
can be read independent of the database. Alternatively, the 
machine-readable media can be associated with the unique 
identifier in the database. The system of the invention can 
include a sensing mechanism at various checkpoints in the 
facility to track the visitor's travel path through the facility. 
The sensing mechanism can be coupled to a display monitor 
so that for visual verification of the identity of the visitor. A 
sensing mechanism can be positioned at an exit point to 
record the time of the visitor's exit. 

40 

In the preferred embodiments, the system can produce 
reports documenting visitor activity. For example, the data- 
base can be queried to determine how many visitors are in 
the facility at any given time. It is also possible to determine 
if a specific individual is within the facility, or to obtain a 45 
report documenting a specific individual's visitation history 
within a specified interval of time. A report could also be 
produced which documents visitor activity with respect to a 
specific visitor destination. The system of the invention is 
particularly useful for documenting attendance time for 5Q 
temporary employees for payroll purposes. 

Using a networked configuration, the database can be 
accessed remotely via external communications means such 
as by satellite or the Internet. Using the system of the 
invention, the whereabouts of a specific individual could be 55 
determined from a location outside the facility. This also 
permits the generation of activity reports at locations outside 
the facility. It is preferably that all information stored in the 
database be encrypted to prevent unauthorized access. 

The access control system of the present invention can be 60 
integrated with devices for physical access control such as 
metal detectors, doors, locking mechanisms, portals, 
turnstiles, and biometric devices. In this way, approval or 
denial of access for an individual can be physically imple- 
mented. Physical access control devices can also serve to 65 
restrict an individual bearing an access pass to certain areas 
in the facility, such as a specific floor. 



35 



It is to be understood that while a certain form of the 
invention is illustrated, it is not to be limited to the specific 
form or arrangement of parts herein described and shown. It 
will be apparent to those skilled in the art that various 
changes may be made without departing from the scope of 
the invention and the invention is not to be considered 
limited to what is shown and described in the specification 
and drawings. 

I claim: 

1. An access control system for monitoring human ingress 
and egress, comprising: 

input means for creating a unique identifier for a person, 
comprising: 

a digital imaging unit, said digital imaging unit com- 
prising: 

at least one camera, said camera operable to record 
a digital image of a pre-issued identification docu- 
ment for the person in a first plane of focus and a 
digital image of a person; and 
a housing, said housing including a transparent pla- 
nar surface for receiving said identification docu- 
ment to be recorded; and 
means for inputting alphanumeric identification data 
associated with the person, 
wherein the combination of the digital image of the 
person, digital image of the identification document 
and alphanumeric identification data form the unique 
identifier; 
a database; 

processing means coupled to said input means, said 
processing means including timekeeping means 
operable to record chronological parameters; said 
processing means operable to perform the steps of 
storing said unique identifier as a computer-readable 
file in said database, recording the arrival date and 
time of a person; creating a tracking record associ- 
ated with said unique identifier wherein said tracking 
record includes said chronological parameters; 

electronic display means coupled to said processing 
means operable to display said unique identifier; 

printing means; and 

an access pass on portable media, the access pass com- 
prising at least a portion of the unique identifier 
wherein the access pass includes a viewable image of 
the person and alphanumeric identification data for the 
person. 

2. The system of claim 1, wherein said access pass further 
comprises a viewable image of the identification document. 

3. The system of claim 1, wherein said access pass further 
includes said arrival date and time in human-readable form. 

4. The system of claim 1, wherein said access pass further 
comprises machine-readable media, wherein said machine - 
readable media comprises a coded representation of said 
unique identifier. 

5. The system of claim 4, wherein said machine-readable 
media further comprises a coded representation of said 
arrival date and time. 

6. The system of claim 1, further comprising at least one 
sensing mechanism coupled to said processing means oper- 
able to interpret said machine-readable media. 

7. The system of claim 4, wherein said database further 
comprises a listing of a plurality predetermined internal 
destinations within the facility, wherein at least one of said 
internal destinations are specified by the person at the time 
of ingress. 

8. The system of claim 7, wherein said tracking record 
further comprises the internal destination of the person. 
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9. The system of claim 3, further comprising authorization 
means coupled to said processing means, wherein said 
authorization means is operable to issue said access pass at 
the point of ingress after obtaining positive authorization. 

10. The system of claim 9, wherein said authorization 
means is operable to issue said access pass after obtaining 
positive authorization from said specified internal destina- 
tion. 

11. The system of claim 1, wherein said processing means 
is operable to perform the steps of storing an access per- 
mission designator in said database in association with said 
unique identifier and querying said database to retrieve said 
access permission designator. 

12. The system of claim 11, wherein said access permis- 
sion designator is positive, and said processing means is 
operable to perform the step of issuing said access pass. 

13. The system of claim 11, wherein said access permis- 
sion designator is negative. 

14. The system of claim 11, wherein said access permis- 
sion designator permits selective access to at least one 
internal destination. 

15. The system of claim 7, wherein said access pass 
further comprises said internal destination in human- 
readable format. 

16. The system of claim 1, wherein said machine-readable 
media comprises said computer-readable file corresponding 
to said unique identifier. 

17. The system of claim 1, wherein said machine -readable 
media is associated with said unique identifier in said 
database. 

18. The system of claim 6, further wherein said at least 
one sensing mechanism is located at point of exit from the 
facility. 

19. The system of claim 1, wherein said processing means 
is further operable to perform the steps of recording a time 
of exit of the person and storing said time of exit in said 
tracking record. 

20. The system of claim 4, wherein said machine-readable 
media is a bar code. 

21. The system of claim 20, wherein the sensing mecha- 
nism is an omnidirectional bar-code reader. 

22. The system of claim 4, wherein the machine-readable 
media is a magnetic strip. 

23. The system of claim 22, wherein said sensing mecha- 
nism is a magnetic strip reader. 

24. The system of claim 1, wherein the means for input- 
ting alphanumeric identification data is a keyboard. 

25. The system of claim 1, wherein the means for input- 
ting alphanumeric identification data is a touchscreen. 

26. The system of claim 1, wherein the identification 
document is a driver's license. 

27. The system of claim 1, wherein the identification 
document is a business card. 

28. The system of claim 1, wherein the means for input- 
ting alphanumeric data is a magnetic strip reader. 

29. The system of claim 1, wherein said access pass 
comprises an adhesive backed badge worn on the person. 

30. The system of claim 1, wherein said access pass 
comprises a card. 

31. The system of claim 1, wherein said computer- 
readable file is encrypted. 

32. The system of claim 1, wherein said tracking record 
is encrypted. 

33. The system of claim 1, wherein said alphanumeric 
identification data comprises the name of the person. 

34. The system of claim 1, wherein said alphanumeric 
identification data comprises the company affiliation of the 
person. 
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35. The system of claim 1, wherein said alphanumeric 
identification data comprises a categorical designation for 
the person. 

36. The system of claim 1, wherein said at least one 
camera comprises an autofocus camera, said autofocus cam- 
era including a lens adjustable between a plurality of 
positions, said autofocus camera operable to record a digital 
image of a pre-issued identification document for the person 
in a first plane of focus and a digital image of a person and 
in a second plane of focus. 

37. The system of claim 2, wherein said housing includes 
a transparent planar surface for receiving said identification 
document to be recorded wherein said transparent planar 
surface is coincident with said first plane of focus. 

38. A computer-implemented method for monitoring 
human ingress and egress, comprising the steps of: 

creating a unique identifier for a person seeking to enter 
a facility, the unique identifier comprising a digital 
image of the person, a digital image of an identification 
document of the person, and alphanumeric identifica- 
tion data for the person; 

providing an autofocus camera, the autofocus camera 
operable to record a digital image of a person and in a 
first plane of focus and a digital image of an identifi- 
cation document for the person in a second plane of 
focus, the autofocus camera including a planar surface 
for receiving the identification document to be recorded 
wherein the planar surface is coincident with the sec- 
ond plane of focus; and 

recording the arrival time of the person; 

specifying the internal destination of the person within the 
facility; 

obtaining authorization from the internal destination for 
entry of the person; 

creating a tracking record comprising the unique identifier 
in association with the arrival time and internal desti- 
nation; 

providing a database to store the unique identifier and the 
tracking record; 

providing a printing means; and 

providing an access pass on portable media, the access 
pass comprising at least a portion of the unique 
identifier, arrival time, and internal destination in 
human-readable format and machine-readable media 
comprising a coded representation of said unique iden- 
tifier. 

39. The method of claim 38, further comprising the steps 
of providing a sensing mechanism operable to interpret the 
machine readable media at a point of egress, 

querying the database to retrieve said unique identifier; 
recording the exit time of a person, and 
saving the exit time in the tracking record. 

40. The method of claim 38, further comprising the step 
of providing a keyboard to input alphanumeric identification 
data. 

41. The method of claim 38, further comprising the step 
of providing a touchscreen to input alphanumeric identifi- 
cation data. 

42. The method of claim 38, further comprising the step 
of providing a magnetic strip reader to input alphanumeric 
identification data. 

43. The method of claim 38, further comprising the step 

of: 

providing a list of predetermined internal destinations; 
and 

selecting a predetermined internal destination. 
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44. The method of claim 31, wherein said alphanumeric 
identification data comprises the name of the person. 

45. The method of claim 38, wherein said alphanumeric 
identification data comprises the company represented by of 
the person. 

46. The method of claim 38, wherein said identification 
document is a drivers license. 

47. The method of claim 38, wherein said identification 
document is a business card. 

48. The method of claim 38, wherein said identification 
document is a passport. 
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49. The method of claim 38, wherein said machine- 
readable media is a bar code. 

50. The method of claim 39 wherein the sensing mecha- 
nism is an omnidirectional bar-code reader. 

51. The method of claim 38, wherein the machine- 
readable media is a magnetic strip. 

52. The method of claim 46, wherein said sensing mecha- 
nism is a magnetic strip reader. 

10 
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